G_Iobal Secure SLPBAk BESURE
Solutions

COMPANY BACKGROUND



S.0 B

]




Company Background G L@B AL SECURE

S o L u T I o N S

Security and Digital Forensics and Next-Gen Security ISO Certification Training
Compliance Advisory Incident Response Operations Program and Examination
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Consulting Services Overview

Board Cyber
Advisory Services

We can advise and educate the
Board of Directors to better
understand cybersecurity
concepts at a high level.

Governance, Risk &
Compliance Consulting

Security breaches have become
increasingly prevalent and
require a strong GRC framework
approach to address the growing
threats.
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SOC Management
Program

We help you enhance your
security program by
implementing and streamlining
next-generation security
operations processes.
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SWIFT CSP Assessments

We utilise our collective experience in cyber defense and
in-depth knowledge of the SWIFT Customer Security
Controls Framework to contribute to evaluating the risk
drivers associated with the Swift security controls. Our
experienced Swift CSP assessors will guide and assist you in
the remediation of non-conformities. We partner with you to
perform a cybersecurity assessment of your SWIFT-related
infrastructure by reviewing, scoping, and conducting a gap
analysis, and provide you with recommendations and
remediation guidance leading to self-attestation of
compliance with the SWIFT Customer Security Controls
Framework.
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Managed Detection and Response

Managed Detection and Response When you manage enough workstations and servers, keeping software
up to date can quickly become complex. Streamline vulnerability and patch management with granular
control over your patch management policies using our automated patch deployment solution. Enjoy
further protection with pre-defined policies developed by our security professionals as well as automatic
threat prevention and malicious activity rollback, for an effortless response and overall time savings. Boost

your protection with Managed EDR, our enterprise-grade cybersecurity service which provides threat
visibility, simple investigation tools and automated response to detect threats, reveal their full scope and

origins and mitigate them rapidly.

Managed End-User Security Awareness Training

OGO

Continuous Dark Phish Email Simulated Annual Security Micro Training
Web Monitoring Analysis Tool Phishing Emails Awareness Training  Videos and Quizzes
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Phishing Detection and Response

Designed for enterprise organizations, Cofense Phishing
Detection and Response (PDR) platform leverages a global
network of close to 30 million people actively reporting
suspected phish, combined with advanced automation to
stop phishing attacks faster and stay ahead of breaches.
Organizations can educate employees on how to identify
and report phish, detect phish in their environment and
respond quickly to remediate threats. With seamless
integration into most major TIPs, SIEMs, and SOARs, Cofense
solutions easily align with existing security ecosystemes.
Cofense understands how to Improve security, ald incident
response and reduce the risk of compromise.
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Power & Cooling Solutions

Reliable power is the foundation of your data center and
server rooms. Partner with us to power your data center
operations 24/7 with solutions that are space-saving,
time-saving, energy-saving, cost-saving and scalable.

Our power distribution solutions include medium and low
voltage switchgear, circuit breakers, switching technology,
UPS, AVR, remote power controls and generator set
installation for your complete power backbone.
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Nutanix

Nutanix provides a single platform that unifies hybrid
multi-cloud management. The Nutanix cloud platform
integrates compute, virtualization, storage, networking,
security, and containers, and simplifies day to day
management of a companys IT environment. The Nutanix
cloud platform also extends from private to public clouds,
currently available on Amazon Web Services, with support
for Microsoft Azure.

NUTANI>L
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Extended Detection and Response (XDR)

Increase SOC efficiency and productivity by achieving a single-pane of visibility & analysis for
siloed data streams. Reduce the costs associated with configuring and integrating multiple
point solutions with a fulky integrated cybersecurity platform. Products include Sentinel One
XDR and EDR platforms.

(ll) Sentinelone:

Endpoint Cloud Protection Platform

Our cloud-based approach means your users can work securely on any device, and collaborate
safely online, at work or at home, from remote offices and in the field. And our cloud-based
console means your security can be managed from anywhere, any time. Kaspersky Endpoint
Security Cloud provides a single solution for all your organizations IT security needs. You can
make sure your business Is running smoothly while Kaspersky is blocking ransomware,
file-less malware, zero day attacks and other emerging threats.

Kaspersky
Endpoint Security Cloud
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Network Detection and Response

Monitor network traffic for malicious actors and SUSPICIOUS behaviour, and react and
respond to the detection of cyber threats to the network by leveraging cloud-scale machine
learning to deliver complete visibility into networks, real-time detection, and intelligent
response. Products include Darkrace and ExtraHop Reveal(x).

'¢"DARKTRACE =@ ExtraHop

Secure Access Service Edge (SASE)

Address cloud service risks, enforce security policies, and comply with regulations, even when
cloud services are beyond your perimeter and out of your direct control with on-premises, or
cloud-based security policy enforcement points, placed between cloud service consumers and
cloud service providers to combine and interject enterprise security policies e.g. DLP, as the
cloud-basead resources are accessed. Products include the Netskope CASB/SWG/ZTNA

platform.

e netskope
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Vulnerability and Compliance Management

For strong security and compliance, you need a complete, continuously updated, and detailed
IT asset inventory. Qualys automatically discovers, normalizes and catalogs all your IT assets,
wherever they reside: on-prem (devices and apps) endpoints, clouds and containers. Qualys
File Integrity Management captures advanced insights into file changes, including the
‘who-data’ for the event i.e,, the user and process responsible for the change along with other
critical details like the name of the file, asset details and the exact timestamp.

@ Qualys.

Backup and Ransomware Recovery Protection

Quickly restore to the most recent clean version of your data, whether you need to do a full,
orchestrated recovery or partial system restore. Integrate Rubrik into popular SIEM, SOAR,
Syslog, or security automation frameworks using our APIs for automated recoveries and
enriched intelligence. Products Include our Rubrik security Cloud platform and other
advanced solutions.

s.¢ rubrik
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Backup and Disaster Recovery

Your organisation cannot afford to neglect backup or disaster recovery, If it takes hours to
retrieve lost data after an accidental deletion, your employees or partners Will sit idle, unable
to complete business-critical processes that rely on your technology. And if it takes days to
bring your business back online after a disaster you stand to permanently lose customers.
Products Include Veeam Data Protection platform.

VeeAM

Security Analytics and Log Management

Use data collection, aggregation and analysis capabilities to perform vital security functions
that detect, analyse and mitigate cyberthreats. Security analytics tools and security
monitoring are deployed with the alm of identifying and investigating security incidents or
potential threats such as external malware, targeted attacks and malicious insiders. Products
include Splunk Enterprise and Enterprise Security.

splunk>enterprise
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Microsoft 365 Backup and Recovery

Assign data management policies with one SLA policy engine for your entire Microsoft 365
B subscription, site, or to individual end users. All user-created and default folders in mailboxes
within that organisation are automatically protected. Quickly restore Exchange Online,
SharePoint, OneDrive, and Teams data In just three clicks. Easily locate data with global,
predictive, filelevel search to recover with near zero RTOs and to maintain business continulty.

B® Microsoft 365

2

Privileged Access Management

Exert control over the elevated privileged access and permissions for users, accounts,
processes, and systems across your IT environment by putting in the appropriate level of
privileged access controls, Condense your organisation's attack surface, and prevent, or at
least mitigate, the damage arising from external attacks as well as from Insider malfeasance
or negligence. Products include Securden, Beyond Trust and Delinea.

Y Securden lﬁl BeyondTrust  D@linea
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Multi Factor Authentication

Automatically discover all the applications and resources in your environment and connect
any type of resource, including legacy apps, IT infrastructure, on-premise servers and
workstations, as well as other resources that couldn't be natively migrated. Silverfort let's you
apply fine grained policies across all sensitive corporate and cloud assets and easily extend
protection to interfaces and access tools that currently allow attackers to bypass all other MFA
solutions (Remote PowerShell, PSExec, etc.).

& SILVERFORT

Identity Management & Governance

In business today, change Is constant. As workers join and leave companies with greater
frequency, streamlining onboarding and off-boarding becomes more important. Manual
processes open the door to unnecessary workloads and human error that can result in
significant risk and lost oroductivity. IDM automation makes It easy to quickly grant, modify or
revoke access. Improve your compliance, boost oroductivity and reduce costs by streamlining
processes. Products include Securends and ForgeRock.

(/' ForgeRock (&) SCCUR @NDS
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Cybersecurity Attack Simulation Training

Experience the worlds most advanced cyber range, available on-demand. Immerse your team
in hyperrealistic, simulated attacks on the included cyber range to take their experience,
skillset, and teamwork to the next level. Cyber range simulations are the closest your team will
get to a real-world incident. By training in cyber range exercises your team will excel, both
technically and mentally, when the real attack takes olace. Products include Cymulate,
Cyberbit and Cloud Range.

0: Cymulate cyberbit

@ CILLOUD RANG=

Workforce Productivity Monitoring

Gain real time statistics of your employees’ performance ready at your fingertips. Track
attendance, application usage, productivity trend and more. Always know how your
employees use their time by tracking application and website usage, and overall productivity
to enable your HR team get verified working hours for payroll. Use our workforce productivity
software to auto detect slacking employees, regularly by customising rules to filter employees
who are working less, being idle or engaging In unproductive activities.

23



Company Background

GL?PBAL SECURE

S o L u T I o N S

Email Security

Email is the number one threat vector, with 96% of SUSPICIOUS Social actions arriving
through email. In addition to common email threats like phishing attacks and malware,
emerging BEC scams pose a new threat to organizations. Catch both known and unknown
threats that others miss with robust encryption and DLP Capabilities through the same
platform. This tight integration helps you manage sensitive data via email and prevent data
loss. Our solutions include Proofpoint Secure Gateway and Tessian Cloud Email Security.

proofpoint. |<I TESSIAN
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@ http://globalsecuresolutions.com
info@globalsecuresolutions.com

. +233 (0) 243 335 025
+233 (0) 542 877 530
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